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The Unpatchable Hospital
Why Medical OT Security Must Move Closer to the Device

Modern hospitals run on connected equipment designed to heal, move, cool, image, and
monitor, not to withstand active network compromise. The security question is no longer only
whether the hospital network can detect an intrusion, but whether clinical-critical equipment
can be protected when it cannot be patched, rebooted, or replaced on demand.

A Dependency Failure the Industry Will Not Forget
In February 2024, the Change Healthcare cyberattack disrupted claims, payment, and
pharmacy-related workflows across the United States. Associated Press reporting cited the
American Hospital Association's assessment that the incident was one of the most significant
cyber disruptions of its kind against the U.S. health care system. UnitedHealth Group later
attributed the attack to ALPHV/BlackCat, and the disruption lasted long enough to affect care
delivery, provider cash flow, and patient access pathways.

That incident was not a medical-device attack. Its value as a warning is different: it showed how
a single healthcare dependency can become operationally critical once clinical teams,
pharmacies, payers, and hospitals all rely on it. The same logic applies deeper inside the
hospital, where connected medical devices, building systems, and clinical networks increasingly
sit on paths that care delivery cannot easily do without.

Healthcare Runs on Operational Technology
A modern hospital is, in operational terms, a critical infrastructure facility. Patient monitors,
infusion pumps, imaging systems, building management systems, HVAC, elevators, energy
systems, access control, and cameras all support care. Many are connected, remotely
serviceable, or dependent on shared network services.

The FBI's 2024 Internet Crime Report recorded more than 4,800 cyber-threat complaints from
organizations in critical infrastructure sectors, with ransomware and data breaches among the
most reported threats. ENISA's Health Threat Landscape, covering EU health-sector incidents
from January 2021 to March 2023, found that healthcare providers represented 53 percent of
reported incidents and hospitals 42 percent; ransomware accounted for 54 percent of incidents
in the dataset.
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The operational consequences are not abstract. A disruption to oxygen supply can endanger
patients within minutes, an unauthorized change to infusion behavior can become a safety
event, and an HVAC failure in a theatre, sterile store, laboratory, or imaging area can
closeclinical capacity. Hospitals already train for continuity events. What has changed is that a
cyber intrusion can now trigger them.

The Installed Base Cannot Be Patched Away
The decisive fact about healthcare OT is not only that it is attacked. It is that it cannot be fixed at
the speed of the threat. Much of the installed medical and building estate predates current
cybersecurity expectations: unsupported operating systems, unauthenticated protocols,
hard-coded credentials, flat network paths, limited logging, and vendor service channels that
were designed for convenience rather than adversarial conditions.

These systems cannot be patched, rebooted, or replaced on an IT schedule. Medical devices
may be certified for clinical use, embedded in workflows, tied to service contracts, or expected
to run continuously. Building systems may be old, vendor-managed, and operationally invisible
until they fail. Replacement cycles are measured in years, while vulnerability exploitation can
move in days.

ENISA has reported that healthcare organizations were especially exposed to incidents caused
by software or hardware vulnerabilities: 80 percent of surveyed healthcare organizations said
more than 61 percent of their security incidents were caused by vulnerabilities. That is the
structural gap. When the protected asset cannot be changed quickly, the surrounding
architecture has to carry more of the defense.

The Contec Case: When the Device Itself Is the Risk
On 30 January 2025, the FDA issued a safety communication on Contec CMS8000 patient
monitors and Epsimed MN-120 patient monitors, which are relabeled Contec CMS8000 devices.
CISA published medical advisory ICSMA-25-030-01 the same day and revised it on 25 February
2025.

The FDA described cybersecurity vulnerabilities that could allow remote control, device
malfunction, and patient data exfiltration once the device was connected to the internet. CISA's
updated advisory lists CVE-2024-12248, an out-of-bounds write with remote-code-execution
impact; CVE-2025-0626 and CVE-2025-1204, hidden-functionality issues involving hard-coded
routable IP addresses; and CVE-2025-0683, plain-text transmission of patient data to a
hard-coded public IP address.
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The FDA's initial mitigation guidance was not a neat patch-and-move-on story. It advised
local-only use where possible, unplugging ethernet and disabling wireless capabilities for
devices that did not require remote monitoring, and stopping use where remote monitoring was
required. On 2 July 2025, the FDA updated the safety communication to note that Contec had
made a software patch available, but the patch removed networking functionality and made the
affected devices local-monitoring devices only.

The lesson is uncomfortable. In some cases the device is not merely a victim of the attack. It
becomes part of the threat path. When a clinical asset cannot be disconnected casually
andcannot be remediated without changing how it is used, enforcement has to move to the edge
of that asset.

Regulation Is Raising the Floor, Not Replacing the
Installed Base
European regulators have recognized the problem, but the frameworks reach today's installed
base unevenly. NIS2 brings healthcare into the essential-entity conversation and pushes
covered organizations toward risk management, incident handling, business continuity,
supply-chain security, and secure network and information systems. For hospitals, that is a
governance and operating obligation, not a magic replacement program for clinical equipment
already in use.

Medical devices themselves remain primarily governed through the EU Medical Device
Regulation, the In Vitro Diagnostic Regulation, and related cybersecurity expectations such as
IEC 81001-5-1. The EU Cyber Resilience Act is highly relevant to connected non-medical
products with digital elements, including many components and infrastructure products around
healthcare environments. Its staged timeline includes reporting obligations from 11 September
2026 and main obligations from 11 December 2027. It should not be described as a blanket
retroactive fix for already-installed medical devices.

In the United States, FDA Section 524B applies to premarket submissions for cyber devices
submitted on or after 29 March 2023. FDA's own FAQ is explicit that the requirements do not
apply to applications or submissions submitted before that date, except where a previously
authorized cyber device changes in a way that triggers a new premarket submission. Regulation
is raising the floor for new and modified products. It does not retire the legacy estate hospitals
run every day.
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Where Enforcement Must Move
Three constraints shape practical defense. First, continuity: a hospital cannot pause, so patches
and reboots that are routine in IT can become clinical events. Second, budget: ENISA's NIS
Investments 2024 report found that critical entities in the EU devoted a median 9.0 percent of IT
investment to information security, even as cybersecurity demands expanded. Third, expertise:
medical OT security requires a rare mix of cybersecurity, clinical workflow understanding,
vendor-management discipline, and legacy-equipment knowledge.

The architectural conclusion follows. If the protected device cannot be changed, the control
point has to move to the network edge of the device, where policy can be enforced, lateral
movement can be contained, service access can be governed, and clinical continuity can be
preserved without touching the firmware or workflow behind it.

This is the device-edge containment problem RubyComm works on. RubyComm is an Israeli OT
cybersecurity company focused on the operational layer of critical environments. Its small
hardware-based appliances are placed in front of clinical and operational assets to enforce
hardware-enforced micro-segmentation without an agent on the protected device,
withoutfirmware changes, and without disturbing clinical use. Where deployed for remote service
scenarios, controlled and cryptographically protected paths can replace broad open access.

For a hospital, the value should be measured in clinical terms rather than network ones. A
vulnerable but irreplaceable monitor, pump, camera, controller, or imaging-adjacent system can
keep serving patients while the risk around it is constrained. Security no longer has to compete
with continuity of care, and capital equipment can reach the end of its clinical or operational life
rather than being retired early for cyber reasons.

Five Practical Steps for Healthcare OT Containment
1.Identify clinical-critical assets. Inventory the systems whose failure would directly affect

patient safety, care delivery, sterile operations, imaging capacity, medication delivery, or
facility continuity. Treat that list as the priority, not as a subset of a generic IT inventory.

2.Map vendor remote-access paths. Document remote service routes, maintenance
dependencies, modem paths, VPNs, support laptops, cloud relays, and shared credentials.
Remote servicing is often the highest-risk and least-visible pathway into clinical equipment.

3.Prioritize unpatchable and hard-to-replace systems. Start with assets that cannot be patched
quickly, cannot be rebooted during normal operations, are unsupported, or require long
procurement cycles. These systems carry durable risk and are natural first candidates for
containment.
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4.Place enforceable policy boundaries near high-risk devices. Where a device cannot be
hardened, constrain what it is permitted to communicate with, which protocols it may use,
and when service access is allowed. The goal is to prevent one compromised device from
becoming a corridor to the rest of the hospital.

5.Test against clinical continuity. A control that protects the network but disrupts care has
failed. Test policy, latency, fail-open or fail-closed behavior, rollback, alarms, and vendor
servicing against real clinical and facilities workflows.

Where the Conversation Goes From Here
Healthcare cybersecurity is no longer an IT problem with a clinical side effect. It is an
operational technology problem with direct consequences for patient safety, regulatory standing,
and institutional resilience. The organizations that navigate the next phase well will take the
operational layer seriously before the next incident forces the question.

That does not always require replacing equipment, rebuilding networks, or pausing care. It does
require an honest view of what cannot be patched, what cannot be interrupted, and where
enforcement has to sit when the asset itself cannot carry modern security controls. 
Today, RubyComm’s technology is deployed and protecting a variety of critical assets including
critical infrastructure, data centers, smart buildings and industrial equipment. RubyComm
welcomes the opportunity to discuss these scenarios with Medical Valley members, especially
hospitals, medical-device manufacturers, system integrators, and operators of complex
connected healthcare environments.
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